
 
 

SKyPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. +41 41 741 4770, Fax +41 41 741 5071, www.skypro.ch, info@skypro.ch 

White Paper 

 

 

product brief 

 

 

IDM Toolbox 
 

 

 

 

 

 

 

 

version:  1.1 

author:  Andreas Fuhrmann 
created:  25.02.2014 
modified:  2/11/2016 7:47:00 AM 
printed:  2/11/2016 7:47:00 AM 

file:   IDM Toolbox White Paper-en v1.1.docx 

  



 
White Paper page 2 of 20 

 IDM Toolbox 11.02.16 

 

SKyPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. +41 41 741 4770, Fax +41 41 741 5071, www.skypro.ch 

Index 
1 Introduction .......................................................................................... 5 

2 Installation ........................................................................................... 6 

3 Design Tools ......................................................................................... 7 

3.1 Driver Design ............................................................................................ 7 

3.2 Form Design ............................................................................................. 8 

3.3 Mail Design ............................................................................................... 8 

4 Driver Testing (under development) ........................................................ 9 

5 Analyze .............................................................................................. 10 

5.1 Trace File Analyzer .................................................................................. 10 

6 Data Migration & Modification ............................................................... 12 

6.1 Directory Cloner ...................................................................................... 12 

6.2 Object Modifier ....................................................................................... 13 

7 Documentation .................................................................................... 14 

7.1 Driver Documentation .............................................................................. 14 

7.2 DAL Documentation ................................................................................. 14 

7.3 Workflow Documentation ......................................................................... 14 

7.4 Schema Documentation ........................................................................... 15 

8 Translation ......................................................................................... 16 

8.1 Workflow Translator ................................................................................ 16 

9 Acceptance ......................................................................................... 17 

9.1 Project ................................................................................................... 17 

9.2 Driver .................................................................................................... 17 

9.3 Workflow ................................................................................................ 18 

10 Collaboration...................................................................................... 19 

10.1 Versioning ............................................................................................ 19 

10.2 Data Exchange ...................................................................................... 19 

11 Modules ............................................................................................. 20 
 
  



 
White Paper page 3 of 20 

 IDM Toolbox 11.02.16 

 

SKyPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. +41 41 741 4770, Fax +41 41 741 5071, www.skypro.ch 

Legal Notice 

SKyPRO AG makes no representations or warranties with respect to the contents or use of 
this documentation, and specifically disclaims any express or implied warranties of 
merchantability or fitness for any particular purpose.  

Further, SKyPRO AG reserves the right to revise this publication and to make changes to its 
content, at any time, without obligation to notify any person or entity of such revisions or 
changes. Further, SKyPRO AG makes no representations or warranties with respect to any 
software, and specifically disclaims any express or implied warranties of merchantability or 
fitness for any particular purpose.  

Further, SKyPRO AG reserves the right to make changes to any and all parts of SKyPRO 
software, at any time, without any obligation to notify any person or entity of such changes. 

Any products or technical information provided under this Agreement may be subject to the 
Swiss export controls and the trade laws of other countries. You agree to comply with all 
export control regulations and to obtain any required licenses or classification to export, re-
export or import deliverables. You agree not to export or re-export to entities on the current 
Swiss export exclusion lists or to any embargoed or terrorist countries as specified in the 
Swiss export laws. You agree to not use deliverables for prohibited nuclear, missile, or 
chemical biological weaponry end uses. SKyPRO assumes no responsibility for your failure to 
obtain any necessary export approvals. 

 

Copyright © 2005-2016 SKyPRO AG. All rights reserved. No part of this publication may be 
reproduced, photocopied, stored on a retrieval system, or transmitted without the express 
written consent of the publisher. 

SKyPRO AG has intellectual property rights relating to technology embodied in the product 
that is described in this document. 
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About this document 

This document summarizes the functions of the product “IDM Toolbox”. 

Audience 

This guide is intended for consultants and administrators designing and maintaining existing 
NetIQ Identity Manager environment. You should have an understanding of drivers, 
workflows, eDirectory and the IDM Designer tool. 

Feedback 

We appreciate your comments and suggestions about the PowerRole drivers and this 
manual. If you have any suggestions, comments, feature requests please contact us via 
info@skypro.ch. 

mailto:info@skypro.ch
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1 Introduction 

The IDM Toolbox is a powerful tool for consultants, project manager and system 
administrators. The IDM toolbox consists of a rich set of functions covering the following 
tasks: 

1. Design (drivers, forms, mails) 

2. Analyzing 

3. Data Migration & Modification 

4. Documentation (driver, workflow, DAL, schema) 

5. Translation (workflow) 

6. Acceptance (project, driver, workflow) 

7. Collaboration (versioning, data exchange) 

8. Testing (under development) 
 

With the help of the IDM Toolbox a consultant is able to define together with the customer 
detailed driver specifications, workflow forms and mail templates. These specifications can 
be deployed directly in to your IDM system and imported into designer. The developer can 
start building the driver based on these specifications. He doesn’t need to start with building 
event filters, attribute mappings etc. because these definitions are already there, but 
continues the consultants work with adding the logical functions like content conversions or 
placement rules. The developer directly benefits from the consultants work.  

With the trace file analyzer function, project managers and system administrator obtain a 
very powerful tool to analyze driver trace files. The analyzer visualizes in comprehensible 
tables and graphics all events that have been processed by the different drivers. You see 
how many successes, warnings or errors occurred on a specific period of time or within 
different days of the week. 

The directory cloner enables you to copy complete subtrees with all objects and attributes 
from one directory as a source to another directory as the target. Within minutes you’re able 
to copy thousands of objects from your productive environment in to your staging, test or 
development area. This way test environments can be loaded with live data to build real test 
scenarios. 

The IDM Toolbox is a Java based application and runs on any Java supported platform. The 
client is completely browser based so you can use Internet Explorer, Firefox, Safari or 
Chrome. 
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2 Installation 

The installation process is easy and straight forward. 

1. Copy the provided zip file into your program folder 

2. Unzip the file 

3. Start the java application depending on your operating system: 
 
 Windows:  run.cmd 
 Linux:  start.sh 
 Mac:  start.command 
 
Note the port the application is running on (default 3190) 

4. The application unpacks itself and stops. 

 

5. Close the terminal window and restart the program. 

6. Start your preferred browser 

7. Enter http://localhost:3190 

8. Accept the info boxes 

9. Be aware of the trial license expiration date 

 

10. You now may go to settings and change the port number, name your Toolbox and set 
a username and password to enter the toolbox. 

Have fun. 

http://localhost:3190/
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3 Design Tools 

3.1 Driver Design 

The driver designer enables the consultant to specify drivers offline together with the 
customer in a way the customer understands the main synchronization concepts 
(publisher/subscriber) and attribute mappings of a driver. 

 

picture 1: interactive driver design 

The elaborated driver definition can be used to create a real driver skeleton. The generated 
driver already holds all basic driver policies like filter, attribute mapping, notes. You can 
directly deploy the driver in a real IDM environment. The developer can import this driver 
into its Designer environment and start adding missing policies like value conversion, 
placement policies etc. 

The developer may reuse the driver documentation objects like „driver-infos“, „driver-
classes“ or „driver-attrs“, that have been created by the toolbox to keep the driver 
documentation up to date all the time. 

To finalize the documentation you can reimport the driver into the IDM Toolbox and 
generate the driver documentation. 
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3.2 Form Design 

The form designer allows the interactive design of workflow forms together with the 
customer. It offers all the visualization tools (textfield, radio picklist, checkbox, multi value 
selectlist etc.) that are also available in the Designer to create workflows. You can export 
the form and import it into Designer. The developer doesn’t have start with recreating the 
form but starts directly with adding the needed logical functions to the workflow. 

 

picture 2: Interactive form design 

3.3 Mail Design 

The mail designer component gives the consultant the ability to create mail templates 
together with the customer. These templates can be imported into Designer. The developer 
does not have to create any mail templates but can just integrate these mail templates into 
the workflows. 

 

picture 3: Interaktive mail template design 
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4 Driver Testing (under development) 

This module allows the interactive testing of all objects, attributes and events, that have 
been defined in a driver. 

Under Development! 
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5 Analyze 

5.1 Trace File Analyzer 

The trace file analyzer analyzes a set of driver trace files for successes, warnings and errors. 
It creates a summary of the processed trace files. The summary shows the total amount of 
processed trace files, the date range of the trace entries and the total amount of successes, 
warnings and errors that have been found in the provided trace files. 

 

picture 4: Trace file analyzer summary 

A week statistic is provided to see if errors may happen on specific days of the week.  

 

picture 5: Trace file analyzer weekday summary 

A summary of all events per driver visualizes the workload and reliability of each driver.  
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picture 6: driver summary 

Errors within drivers will be summarized by error code. This view reduces the amount of 
errors to the real causes of the errors. 

 

picture 7: Trace file analyzer error summary 
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6 Data Migration & Modification 

6.1 Directory Cloner 

The directory cloner copies objects (container, user, group etc. free choice of objects  types) 
from one source directory to a chosen target directory. This function is very useful to copy 
data from a productive environment into a test environment. Because the directory cloner 
uses a special multi stage copy process, it can also copy group memberships, dynamic 
membership queries, role associations etc.  

The directory cloner allows the definition of mandatory attributes per class that have to be 
valued. Otherwise objects won’t be copied. In addition you can specify attributes per class, 
that mustn’t be copied. Specific attributes can be defined to be copied on a binary base so 
their content won’t be touched. 

A regex expression editor allows the free definition of regex rules how objects and their 
attribute values may have to be transformed. 

 

picture 8: Directory Cloner 



 
White Paper page 13 of 20 

 IDM Toolbox 11.02.16 

 

SKyPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. +41 41 741 4770, Fax +41 41 741 5071, www.skypro.ch 

6.2 Object Modifier 

The object modifier is a very powerful function to do mass modifications on any directory 
object. You can safe your mass modification parameters to reuse them at any time. Define a 
base DN to start with and a filter to select the object you want to modify. You can retrieve 
the objects from your directory to test your filter. 

Define the object class, attribute and a value filter for the content of the object you want to 
modify. For the value filter you can use any regex expression, which are very powerful. You 
can add new content, replace existing content or delete content. The content can be defined 
by any java script expression. Just enter “result=” with a value or call your java script 
function you have entered in the java script fieldß. 

 

picture 9: object modifier 

With a “dry run” you can test your object modification definition against the directory before 
you start the real “run”. 
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7 Documentation 

7.1 Driver Documentation 

The IDM Toolbox generates complete driver documentations in form of an Excel sheet. The 
documentation contains general driver information, that have already been defined by the 
consultant during the conceptual phase as well as detailed information about the driver 
channels with synchronized attributes, example values, event handling and specific notes.  

 

picture 10: driver documentation 

7.2 DAL Documentation 

Identity Managers UserApplication driver can directly be imported into the IDM Toolbox. The 
Toolbox generates a complete documentation of all DAL definitions, parameters, workflows 
even java scripts used in workflows. 

 

picture 11: Directory Abstraction Layer (DAL) documentation 

7.3 Workflow Documentation 

After importing the UserApplication driver into the IDM Toolbox you can generate a 
complete documentation of each workflow within the driver. For each workflow a separate 
Excel sheet is generated to document the workflow. The Excel sheet documents all forms 
(request and approval forms), every field, field properties and localizations, all activities and 
their properties as well as all data items used in the workflow. 
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picture 12: workflow documentation 

7.4 Schema Documentation 

With the schema documenter you generate a very comprehensive Excel sheet that visualizes 
the detailed configuration of specific object classes you want to document. Each class will be 
documented in separate tabs including class flags, subclasses, mandatory and optional 
attributes. Each attribute is documented with its type, flags and length. 

 

picture 13: schema documentation 
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8 Translation 

8.1 Workflow Translator 

The workflow translator generates an Excel sheet with all localized strings that exists within 
a workflow for the selected languages. This Excel sheet can be processed internally to 
complete all missing localized strings. The final sheet is reimported into the IDM Toolbox 
and the localized strings will be deployed into the workflow. 

 

picture 14: workflow translator 
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9 Acceptance 

9.1 Project 

IDM Toolbox can create different acceptance documents in form of an Excel sheet for the 
customer to sign. The Excel sheet contains tabs for a project cover sheet, acceptance 
protocol, decisions and issues. 

You can create your own Excel templates to customize the acceptance sheet to your 
corporate identity look & feel. 

 

picture 15: Project Acceptance Sheet 

9.2 Driver 

For each driver in the IDM Toolbox you can create a driver acceptance sheet. You can define 
your own Excel templates to customize the driver acceptance sheet to your corporate 
identity look & feel. 
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picture 16: Driver Acceptance Sheet 

9.3 Workflow 

For each workflow in the IDM Toolbox you can create a workflow acceptance sheet. You can 
define your own Excel templates to customize the workflow acceptance sheet to your 
corporate identity look & feel. 

 

picture 17: Workflow Acceptance Sheet 
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10 Collaboration 

10.1 Versioning 

The IDM Toolbox always keeps track of every version of drivers, workflow or mail templates 
object that has been created or modified. 

 

picture 18: Versioning 

At all time you can step back to any version of a driver or template that has ever existed. 

 

picture 19: Restore specific object version 

10.2 Data Exchange 

The IDM Toolbox can exchange its data with any other IDM Toolbox that is reachable via IP. 
This enables developer to work together very efficiently since they do not have to export, 
send via email and reimport objects like drivers or forms. Any IDM Toolbox can initiate a 
mutual trust to each other and is able to exchange all objects directly between their data 
stores. 
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11 Modules 

The IDM Toolbox contains different modules: 

 Accepts: Create different acceptance documents 

 CloneDir: Copy objects between different directories 

 Connections: Define directory connections 

 DriverDesign: Interactive driver designer 

 Drivers: Upload, export, import and document drivers 

 Exchange: Data exchange between several IDM Toolbox instances 

 FormDesign: Design workflow forms 

 LogAnalyzer: Analyze driver trace files 

 MailDesign: Interactive mail template designer 

 SchemaDoc: Document eDirectory schemas 

 Settings: general settings 

 Tests: Driver testing (under development) 

 Versions: Versioning 

 WFTranslator: Workflow translator 
 

The following modules are free: 

 Connection 

 DriverDesign 

 FormDesign 

 MailDesign 

 Settings 

 Versions 
 

You receive the module „Exchange“ for free upon a purchase of more than one module. 


